Password Reset per email

This how-to shows how to trigger a password reset URL to an existing user.
There are two rest calls involved.

Special thanks to marek.detko@forgerock.com for the input.

Step-by-step guide

1. Call the selfservice/reset endpoint anonymous to get a pwd reset token:

curl -X POST \
"https://1ocal host: 8443/ openi dnt sel f servi ce/ reset ?_acti on=subni t Requi renents' \
-H ' Content-Type: application/json" \
-H ' X- Openl DM Password: anonynous' \
-H ' X- Openl DM User nane: anonynous' \
-d " {"input":{}}

This will return:

{

"type": "userQery",

"tag": "initial",

"requirenents": {
"$schenmm": "http://json-schena.org/draft-04/ schema#",
"description": "Find your account",
"type": "object",
"required": [

"queryFilter"

"properties": {
"queryFilter":

"description": "filter string to find account",

"type": "string"
) }
"token": "eyJOeXAi O JKV1Q LCJj dHki O JKV1Q LCIhbGei O JI Uzl INi J9.
ZXI KMGVYQW PaUpLV] FRaUxDSnxi bUlpT2l Kk 1USTRRVEPETFVOVELqVTJJaXdpW/d4bkl gb2l VBESCTVY4MJ uMC5UZEI 50XUz ZEdi MEFOOHRZW/Vhe
1BEMWTAUNKW/py U dBanZSLUxJQXFI W dVWDRgeU5pSXVuc Ghl U0Q4 SUNWRMI HZy 04 N3NRNK VINGRObK NI bHI BVEt TZDNJ ZWhOMKF2ZURobj At ZTI 4SF
NUSFRvWhGhGIdMZUdI Xz At X3Jy SEn6TI FHUW2Qm DTWI FOHE2MGp YTFULVUNMRNFFQTROBAME2VLGQ NFVhI 0dk9t NmR6REW X2V0e Gl z ZmRXQBZr cXd
nb3RVdnk4bWsi M2I | dl JYbURI cnl xS2I | STFBLW WNGBxRj A5e XF3YU S5NEFTQOQz MDAt bTdnaOh5eUgy Y2NRd2hhcHIr bER) R2VJIZXIMR2ZMbGky bVZL
dnb YTz VMXhRYVpqVEqNkdHSk Vk V2FvNUZUZURr YK55SE! f ZKSWIEN eVW)3a2J Tdj FaanmD2 Wk UncucWNkaFZHVI BSZnJHIHVWVATRMOC02QS5v TnFYe
mLDUW COnVxbGR5ej JaOTBmak 9ERFI 5YnNYaXUx YU4zUno1TVZBTS1Fc1YycnpgNEh5cORYeF90ZXdy NVWEYVdnmaGhCe 3l SUEhFOULqdXI xNFJt aXFnvU
XURMVhVGRUUVILSMVEdkdx RVI JbGov TXJIHec XoxbFczRFI BalpRezl xdVE4Skkyalht ZUVCVEL j dGlzbFl CcWFQS3R2R) RoQ Zve TK5LTQub1dWOUI5¢2F
aL Xl 2bWNy YXNAbHVLZw. r oxkNy Cuyxghay W Ga8PI md OHHNDLhKOI xX6Q 2AHNc"
}

1. The second call with token and user query will send the password reset email to the user:

The call will return

curl -X POST \

"https://|ocal host: 8443/ openi dm sel fservi ce/ reset?_acti on=subni t Requi renents' \

-H ' Content-Type: application/json' \

-H ' X- Openl DM Password: anonynous' \

-H ' X- Openl DM User nane: anonymous' \

-d '{"token": "eyJOeXAi O JKV1Q LCJj dHki G JKV1Q LCIhbGci O JI Uzl 1Ni J9.
ZXI KMGVYQW PaUpLVj FRaUxDSnxi bUlpT2l KQk1USTRRVEPETFVoVELqVTJIJaXdpWd4bkl gb2l VOESCTVY4MJ uMC5Rdl hf dUE1ShxYVzglaGZxRj | 5V
EhSTFh1VI J3MM\2cGdQZj | YRW 0X1JFd2JheS1z SnpMRz FFOGFt NnU2Skkxc W 5bONNNmhhdEh1U hqOFV6RkhCdEdZe XZWADUS QY y QBdmNmRKce | hKRW
Rl el ppRzdsQzNvS!l | 6RDY4SmNYUVd2Nl hh@ M2SEpLUndCYk| pay 1LNngwenYz MWFUKwW3L U4z Z2ZKd TJ HaHFSc GNA ZWL L VWZ.CZWH OVDNEQR VZ NVFO TFI
UTnRIcFl MM XW S3RBYUF6WFFI aUJ OMApLe CO5UDdv dDFI NHNwWRm QUUI RTzM2VWh5YVFNaVNi b1poSniladEh6OEY3d0Z2Me NTU24y MEZOdFh5NkFZdkdD
anmt 4X2t FM JwZ2MLOFhJN1Il yRTNMEXB6VGF6Cc EESUKOXZ11 j ¢j B2WGxRRFZOUDVDZ3d4UORoZTFaUXcuZ2l 0ZkE3VWMzeFVj VzV2RDRSUDRZdy5ZbnB3b
HpZQWOKk NW/q SEdz VI VDY@ WINVHYXMDR2F6cz Bk MEpo YXRYRTRVd] NI eUxt TW t SHpt MVWRWAL TRVNPN3d5NW9's ODF1VUQz SI RXUFd mwk STGNKOFB5 IVvh
| YWFFTHdINTc3ULl j TG t Z10zOUX0TFc3SU5i SFJENz FI RTBKLVNgNt ZU3Qz Zy 1Zc Hhl R2dhMUNWWhd KRENYd X0 1Rk J5Vmwx ZWFGLTZkbkdl dOVSQXd
SeW wk 1 Takx RXz VBNLORQz ZVYU f cHAf Znppdl! | f Q RSTWZt c2Jmu2wt Vz QuSXdr TXVE LURSY05MIDJ o MXVCY3R1aml winp KTURDZWhwS2h UdWo RWDRa
OVNZUVE5Y1BNdkJnRFA2YXpBbnJ 6UUJ 5e UFESUUWaWFI e Ghy aGFORHI z SENSOX04 QAQy UTBN LWz NVWy SGY1NWLBc VZh UVBSWKRLNXNY NEUSW RoTnNnU
XRLAGI2Q@suOFdaMk|l NeGVKSVINTFRt OXhwzZDZkZw. MEDsU__vt K91Vt f t D3x1VTgPJanOknd_nY2byzHhSyU', "input":{"queryFilter":"
user Name eq \"hnolan\""}}'

This will return:


mailto:marek.detko@forgerock.com
https://localhost:8443/openidm/selfservice/reset?_action=submitRequirements
http://json-schema.org/draft-04/schema
https://localhost:8443/openidm/selfservice/reset?_action=submitRequirements

"type": "email Validation",
"tag": "validateCode",
"requirenents": {

"$schemm": "http://json-schena.org/draft-04/ schema#",
"description": "Verify emailed code",
"type": "object",
"required": [
"code"

]

roperties": {
"code": {

"description": "Enter code enuiled",

"type": "string"
) }
"token": "eyJOeXAi O JKV1Q LCJj dHki O JKV1Q LCIhbGci O JI Uzl 1IN J9.
ZXI KMGVYQW PaUpLVj FRaUxDSnxi bUlpT2l KQk1USTRRVEPETFVoVELqVTJIJaXdpWd4bkl gb2l VOESCTVY4MJ uMC5Rdl hf dUE1SnxYVzglaGZxRj | 5V
EhSTFh1VI J3MM\2c GdQZj | YRW 0X1JFd2JheS1z SnpMRz FFOGFt NnU2Skkxc W 5bONNNmhhdEh1Ul hqOFV6ERkhCd EdZe XZWADUS QW y QBd miNmRKce | hKRW
Rl el ppRzdsQzNvSI | 6RDY4SnNYUVd2N hhQ M2SEpLUndCYk| pay 1LNngwenYz MWVFUkw3L U4z Z2ZKd TJ HaHFSc GNA ZWL L VW2 CZWI OVDNEQR Vz NVFO TFI
UTnRIcFl MTXW S3RBYUF6WFFI aUJ OMApLe CO5UDdv dDFI NHNwWRmM QUUI RTzM2VWh5YVFNaVNi b1poSniladEh6OEY3d0Z2Mz NTU24y MEZOdFh5NkFZdkdD
ant 4X2t FM JwZ2MLOFhJN1l y RTNMEXB6VGF6c EESUkOx Z1l j ¢j B2WGx RRFZOUDVDZ3d4UORoZTFaUXcuZz2l 0Zk E3VWMz eFVj VzV2RDRSUDRZdy5ZbnB3b
HpZQWOk NVWq SEdz VI VDQOWINVHYXMOR2F6¢z Bk MEpo YXRYRRVA] NI eUxt TW t SHpt MVWRWIL TRVNPN3d5NW's ODF1VUQz SI RXUFd MWk STGNKOFB5 Ivh
| yYWFFTHAINTCc3ULl j TG t Z1ozOUxoTFc3SUsi SFIENz FI RTBKLVNgNnt ZU3QzZy 1Zc Hhl R2dhMUNWWhdKRENYdX01 Rk J5Vmawx ZWFGLTZkbkdl dOVSQXd
SeW wik 1 Takx RXz VBN1O9RQz ZVYU f cHAf Znppdl | f § RSTWZt c2JmU2wt Vz QunSXdr TXVE LURSY05MI DI o MXVCY3R1anm) wun pKTURDZWWS2 h Ud W RWDRa
OVNZUVE5 Y1BNdkJnRFA2YXpBbnJ 6UUJ 5e UFESUUWaWFI e Ghy aGFORHJ z SENSOX04 QAQy UTBNn LWz NWy SGY1NWL Bc VZh UVBSWKRL NXNv NEUSW RoTnNnU
XRLAGI2Q@suOFdaMk] NeGVKSVINTFRt OXhwzDZkZw. MEDsU__ vt K91t f t D3x1VTgPJanOknd_nY2byzHhSyU"
}

For registration without token you can use just:

https:// 1 ocal host: 8443/ openi dni sel fservi ce/ regi strati on?_acti on=subm t Requi renent s

{"input":
{"user":
{ .
"mai | ": "Hanns. Nol an@ or ger ock. conf',
"sn": "Nol an",
"gi venNane": "Hanns",
"user Nanme": "hnol an",
}
}
}

(:D email settings can be found on https://localhost:8443/admin/#emailsettings/

and on password reset page you can set the lifetime of the token: https://localhost:8443/admin/#selfservice/passwordreset/

Related articles

® Change mail example for IDM 6.5
® Password Reset per email

® UC password policy
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